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ThunderSoft selects C2A Security along with 18 other companies to create new vehicle OS

The vehicle operating system DISHUI OS, will be powered by C2A Security, a cybersecurity company that focuses on
risk management. Designed for central computing, the DISHUI OS incorporates several technologies, such as multi-
domain convergence, container virtualization, large language models, cybersecurity, and SDV middleware. Further, it

integrates with the automotive industry ecosystem so as to provide users with a more effective, and safe travel
experience.

LG and Cybellum to introduce cybersecurity management system cockpit

In 2021, . They are collaborating on developing the CSMS Cockpit platform, which identifies
security vulnerabilities and takes preventative measures to mitigate threats as soon as possible. Automakers can
identify and address hardware security threats rapidly using the CSMS Cockpit, an integrated control center for product
security monitoring and management.

Cybersecurity robustness solution developed VERZEUSE™ for runtime integrity checker

strengthen in-vehicle cybersecurity measures

Panasonic Automotive Systems Co., Ltd. has developed VERZEUSE for Runtime Integrity Checker to ensure the safety
and reliability of automated driving functions and network services.



https://www.lgnewsroom.com/2021/09/lg-to-acquire-israeli-vehicle-cybersecurity-risk-assessment-solution-provider-cybellum/
https://www.lg.com/global/mobility/press-release/lg-to-introduce-cybersecurity-management-system-cockpit-at-ces-2024
https://www.lg.com/global/mobility/press-release/lg-to-introduce-cybersecurity-management-system-cockpit-at-ces-2024
https://news.panasonic.com/global/press/en231211-2
https://c2a-sec.com/thundersoft-selects-c2a-security-along-with-amazon-web-services-arm-blackberry-ivy-and-others-to-create-new-vehicle-os/
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ProvenRun participates to secure on-board communications on Ampere's future SDV

platforms

ProvenRun’s cybersecurity IP, co-developed with Ampere software & systems teams, protects onboard
2 .5 communication on future Software Defined Vehicle (SDV) Platforms. ProvenRun emphasizes the use of top-tier
&%@Q\\; security tools like Rust programming language and ProvenCore operating system to bolster SDV security.

Argus Cyber Security unveils groundbreaking aftermarket product to prevent cyber vehicle
theft

Argus Cyber Security developed a product , an anti-theft solution focused on protecting vehicles from
CAN injection attacks. It is a patented Al-powered solution that proactively detects and neutralizes malicious
devices in under 200 microseconds.

AUTOCRYPT releases polarion-based cybersecurity TARA template for the automotive
industry

released "TARA Template for Automotive," a project management tool for conducting Threat Analysis
and Risk Assessment (TARA), a process crucial to the development and maintenance of automotive software. It
greatly reduces the complexity and increases the accuracy of TARA activities.



https://argus-sec.com/products/vdome-can-injection-car-theft-protection/
https://www.prnewswire.com/il/news-releases/argus-cyber-security-unveils-groundbreaking-aftermarket-product-to-prevent-cyber-vehicle-theft-302018902.html
https://www.linkedin.com/posts/prove-%26-run_provenrun-participates-to-secure-on-board-activity-7150839813103910912-Imz6
https://autocrypt.io/solutions/in-vehicle-systems-security/
https://www.prnewswire.co.uk/news-releases/autocrypt-releases-polarion-based-cybersecurity-tara-template-for-the-automotive-industry-302017281.html
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0 W02023220615A3 - Systems, methods, and apparatus for cyberattack

mitigation and protection for extreme fast charging infrastructure

L US20230401317A1 - Security method and security device

0 CN117152708A - Spoofing attack detection method, device, equipment

and storage medium

L1 CN114844721B - Attack detection method and system, vehicle and

computer readable storage medium

- WO02023241954A1 - Method for indicating an attack

. CN117319069A - Intrusion detection method, intrusion detection device,

computer equipment and storage medium

1 CN117201101A -Unmanned aerial vehicle CAN bus intrusion detection

method based on enhanced GAN model




Denﬂemeyer

W02023220615A3 - Systems, methods, and apparatus for cyberattack mitigation and

protection for extreme fast charging infrastructure

Battelle energy alliance LLC

Rohde Kenneth; CARLSON Richard;

Salinas Sean; Crepeau Matthew

Priority date: 10-May-2022
Publication date: 16-Nov-2023



https://patentscope.wipo.int/search/en/detail.jsf?docId=WO2023220615
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US20230401317A1 - Security method and security device

Panasonic Intellectual Property
Management Co Ltd

Kaoru Yokota

Priority date: 04-May-2023
Publication date: 14-Dec-2023



https://worldwide.espacenet.com/patent/search/family/088600004/publication/US2023401317A1?q=pn%3DUS2023401317A1

CN117152708A - Spoofing attack detection method, device, equipment and storage
medium

City University of Hong Kong City
Fu Weiwei; Zhang Jindi;
Zhang Yifan; Wang Jianping

Priority date: 24-May-2022
Publication date: 01-Dec-2023



https://worldwide.espacenet.com/patent/search/family/088897406/publication/CN117152708A?q=pn%3DCN117152708A

CN114844721B - Attack detection method and system, vehicle and computer readable

storage medium

Zhaoging Xiaopeng New Energy
Investment Co Itd Guangzhou Branch

LI Xuefei; Yi Shengbi; Bell Stone

Priority date: 06-Jun-2022
Publication date: 29-Dec-2023



https://worldwide.espacenet.com/patent/search/family/082573905/publication/CN114844721B?q=pn%3DCN114844721B
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W02023241954A1 - Method for indicating an attack

Audi Ag

Christopher Corbett, Schmidt Karsten

Priority date: 13-Jun-2022
Publication date: 21-Dec-2023



https://patentscope.wipo.int/search/en/detail.jsf?docId=WO2023241954

CN117319069A - Intrusion detection method, intrusion detection device, computer Dennemeyer
equipment and storage medium

China Automotive Innovation Co
Ltd

Zhang Qianggiang, Ju Shichao, Wang Wenxuan,
Qu Hongda, Yan Kuangcheng, Ling Jinwen

Priority date: 25-Oct-2023
Publication date: 29-Dec-2023
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https://worldwide.espacenet.com/patent/search/family/089286525/publication/CN117319069A?q=pn%3DCN117319069A

CN117201101A - Unmanned aerial vehicle CAN bus intrusion detection method based Dennemeyer
on enhanced GAN model

Xi'an Lianfei Intelligent Equipment Research
Institute Co Itd, Xidian University

LI Teng; ZHAO Chengnan

Priority date: 25-Oct-2023
Publication date: 29-Dec-2023

14



https://worldwide.espacenet.com/patent/search/family/088999061/publication/CN117201101A?q=pn%3DCN117201101A
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