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Preface
The rise of connected cars and software-defined vehicles has revolutionized the automotive 

industry, but it comes with a surge in cybersecurity threats. Thus, cybersecurity becomes 

paramount for the OEMs, suppliers and users. 

This monthly report is focused on “Cybersecurity in Mobility” including applications in 

Electric Vehicles, Autonomous Vehicles, Software Defined Vehicles, UAVs, Drones, Aircrafts, 

Fleets, etc. This report is a free resource for anyone working in this domain including 

technologists, innovators, Intellectual Property (IP) managers, strategy makers, etc. The 

report contains curated insights and summaries of the latest news and key patents 

published in the last one month, including the latest products, business updates, 

collaborations, new innovations, etc.



Key Insights
❑ Black Hat Asia 2025 exposed critical cybersecurity flaws in older Nissan Leaf and Hyundai Ioniq 5 models, showing 

hackers can remotely manipulate car functions and duplicate digital keys for theft, proving older models with 

outdated protections are a growing target. Automakers must accelerate security updates while governments 

enforce stricter regulations.

❑ Google's gaming integration into Android Auto heightens risks of hacking and driver distraction. If vehicle 

controls aren’t isolated, attackers could compromise safety systems. Automakers must enforce hardware 

isolation, zero-trust security, and real-time monitoring to prevent breaches.

❑ Elektrobit and Metoak’s open-source Advanced Driver Assistance Systems (ADAS) advances self-driving safety by 

integrating Linux-based software with high-performance chips to enhance lane-keeping, emergency braking, 

and automation. Stricter standards and accelerated AI-driven safety innovations are expected to shape China’s 

autonomous driving sector.

❑ Patents published last month highlight AI-powered security, real-time threat detection, and encrypted 

authentication to protect vehicles from cyberattacks. Advances in Controller Area Network (CAN) security, T-BOX 

protection, and adaptive defenses help block hackers by using neural networks, priority-based filtering, and 

behavior tracking.



Researchers have discovered security flaws in second-

generation Nissan Leaf EVs that allow hackers to take control 

of key functions remotely, such as unlocking doors, adjusting 

mirrors, and even interfering with the car’s steering. The 

attack, demonstrated at Black Hat Asia 2025, starts with a 

weakness in the car’s Bluetooth system. Hackers can take 

advantage of this by sending a harmful audio signal that 

tricks the system. Once they gain access to the car’s network, 

they can disable security features, bypass protections, and 

take full control of various functions like opening windows, 

disabling locks, and interfering with the steering. Nissan was 

informed of the issue in 2023 but took time to develop fixes, 

promising dealership updates by late 2025.

Nissan Leaf Vulnerability Exploited to Gain Control Over 
the Car Remotely

Remote Car Hacking

https://cybersecuritynews.com/

Industry News

Source

https://cybersecuritynews.com/nissan-leaf-vulnerability-exploited/#google_vignette


A security camera captured footage of a thief stealing a 

Hyundai Ioniq 5 in less than 20 seconds using a device that 

copies the car’s digital key. This tool, which is sold online for 

$16,000, can save and duplicate the car’s signal, letting 

criminals unlock and start keyless cars without needing to 

physically break in. Hyundai admits the problem exists but 

says it’s something the whole auto industry faces. However, 

the company has not recalled affected vehicles. Meanwhile, 

the UK government is working on stricter laws to crack down 

on those selling or using devices that help steal cars. Hyundai 

assures that models from 2024 and beyond have improved 

security, but older cars remain vulnerable.

Hacked under 20 
seconds

https://www.watanserb.com/

Industry News

Hyundai Car Stolen in Under 20 Seconds Due to 
Security Flaw

Source

https://www.watanserb.com/en/2025/04/02/hyundai-car-stolen-in-under-20-seconds-due-to-security-flaw/


Google’s plan to bring gaming to cars through Android Auto 

has raised concerns about safety and security. Experts warn 

that these games could distract drivers and expose vehicles 

to hacking. If gaming systems aren’t fully isolated from 

critical functions like steering and braking, hackers could 

potentially take control. Additionally, they require internet 

connectivity, which further increases risks, making cars 

vulnerable to data theft, remote attacks, and expanding the 

attack surface. Researchers have previously hacked vehicles 

through onboard entertainment systems, highlighting 

security flaws in connected cars. Google states that gaming 

will only work when the car is parked. But critics argue that 

this doesn’t fully address cybersecurity concerns and 

stronger security measures are required.

Playing Android games in cars? Your vehicle might get 
hacked

Google’s In-Car Gaming

Source

https://www.newsbytesapp.com/

Industry News

https://www.newsbytesapp.com/news/auto/google-faces-backlash-for-introducing-gaming-feature-in-cars/story


Elektrobit, a global leader in automotive software, has teamed 

up with Metoak, that specializes in manufacturing chips and 

providing solutions for self-driving cars, to create a new safety 

system for intelligent driving. Together, they have launched 

the first open-source operating system in China that meets 

safety standards for Advanced Driver Assistance Systems 

(ADAS). It works by combining Elektrobit’s EB corbos Linux 

software with Metoak’s powerful chips. The goal is to improve 

key driving features like keeping vehicles in their lanes, 

emergency braking, and other automated functions. 

Elektrobit and Metoak forge strategic partnership to 
establish new benchmark for intelligent driving 
safety ecosystem

Partnership

https://www.elektrobit.com/

Industry News

Source

https://www.elektrobit.com/newsroom/elektrobit-and-metoak-forge-strategic-partnership-to-establish-new-benchmark-for-intelligent-driving-safety-ecosystem/


DEKRA, a global leader in safety and testing, is launching its 

new Michigan Automotive Test Center to support the 

evolving mobility industry. This facility offers critical testing 

and certification services for electric vehicles, automotive 

connectivity, cybersecurity, and AI. It is equipped to conduct 

high-voltage electromagnetic compatibility tests, 

environmental simulations, and cybersecurity assessments, 

ensuring vehicle safety and reliability. Additionally, it will 

function as an authorized testing lab for Apple CarPlay and 

CarKey certification. By setting global safety and security 

standards, DEKRA aims to help automakers improve vehicle 

reliability and digital system security, driving innovation in 

automotive technology.

DEKRA Celebrates Grand Opening of Michigan Automotive 
Advanced Testing Laboratory for Future Mobility

Automotive Testing Lab

https://www.dekra.us/

Industry News

Source

https://www.dekra.us/en/michigan-laboratory-grand-opening-pr/
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Published in April 2025

Patents of the month

• US2025117490A1 - Software vulnerability analysis                                                                                              

Assignee: Continental Automotive Technology GMBH

• US12273378B2 - Denial of service response to the detection of illicit 

signals on the in-vehicle communication network                                                                                 

Assignee: Waymo LLC

• US12282548B2 - Universally applicable signal-based controller area 

network (CAN) intrusion detection system                                                                                     

Assignee: Ut Battelle LLC

• IN202421026809A - System to enhance cybersecurity during charging 

of an electric vehicle                                                                                                  

Assignee: Matter Motor Works Pvt Ltd

• KR102791477B1 - Apparatus for node of prevention of the Denial of 

Service attack on CAN communication and method for shifting priority 

using the same                                                                                                  

Assignee: Hyundai Motor Co

• EP4533736A1 - Protection against cybersecurity attacks on 

transmission control units                                                                                  

Assignee: ZF Friedrichshafen Ag

• EP3648082B1 - Systems and methods for detecting and alerting 

security threats in vehicles                                                                                                 

Assignee: Honeywell International Inc

• JP7665640B2 - System for detecting intrusions into in-vehicle 

networks and method of implementing same                                                                                  

Assignee: KIA Corporation, Hyundai Motor Company

• DE112023002438T5 - Threat analysis procedures, threat analysis 

system and program                                                                       

Assignee: Panasonic Automotive Systems Co Ltd

• CN119892451A - Internet of vehicles intrusion detection system 

based on T-BOX                                                                                                  

Assignee: Shandong Branch Center National Computer Network & 

Information Security Management Center 



Company name

Inventors

Priority date

Publication date

This patent improves cybersecurity in automotive systems 

by addressing software vulnerabilities that can lead to 

failures in critical vehicle functions. It works by carefully 

checking application files against stored rules, database 

information, and expert guidelines to find potential security 

risks. It updates vulnerability databases in real time, 

allowing for immediate threat detection and patch 

implementation. It uses two types of analysis: static, which 

examines code before it runs, and dynamic, which monitors 

behavior while running to effectively spot issues. 

Additionally, it connects to cybersecurity databases like the 

Common Vulnerabilities and Exposure (CVE) system, 

ensuring that new threats are recognized immediately and 

reducing the risk of cyberattacks.

Software vulnerability analysis

Continental Automotive Technology GMBH

Xiong Siyang, 
Habib Sheikh Mahbub, 
Wang Yi Estelle, 
Dehm Mathias

08 May 2021

04 Apr 2025

US2025117490A1

Latest patents

Summarized by Dennemeyer

https://worldwide.espacenet.com/patent/search/family/077226636/publication/US2025117490A1?q=pn%3DUS2025117490A1


Company name

Inventors

Priority date

Publication date

This patent focuses on protecting a vehicle’s 

communication system from harmful signals that could 

disrupt its functions. It continuously monitors for 

unauthorized signals, evaluates their risk, and responds if 

needed. When a signal exceeds a certain danger level, the 

system takes action to reduce potential threats. This real-

time detection and response method improves vehicle 

security while ensuring backup systems keep the vehicle 

running safely, even if part of the network is affected. Since 

it relies on software rather than costly hardware, it offers an 

efficient and affordable way to boost cybersecurity and 

shield electronic control units from malicious interference.

Denial of service response to the 
detection of illicit signals on the 
in-vehicle communication 
network

Waymo LLC

Huang Tsengchan Stephan

15 Jul 2021

08 Apr 2025

US12273378B2

Latest patents

Summarized by Dennemeyer

https://worldwide.espacenet.com/patent/search/family/084891459/publication/US12273378B2?q=pn%3DUS12273378B2
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Inventors

Priority date

Publication date

This patent presents a security architecture for vehicles 

that detects cyberattacks on the Controller Area Network 

(CAN). Hackers try to send fake signals that seem real, 

potentially disrupting the car’s functions. To prevent this, 

the system includes a CAN transceiver that receives data 

and works with a controller to spot suspicious activity. It 

analyzes signal patterns over time to identify possible 

threats. A standout feature is its ability to decode 

encrypted or proprietary messages without needing 

special manufacturer access. This strengthens vehicle 

cybersecurity, making operations safer and more secure 

against evolving risks.

Universally applicable signal-
based controller area network 
(CAN) intrusion detection 
system

Ut Battelle LLC

Bridges Robert A, Verma Kiren E, 
Iannacone Michael, Hollifield Samuel C, 
Moriano Pablo, Sosnowski Jordan

23 Apr 2021

22 Apr 2025

US12282548B2

Latest patents

Summarized by Dennemeyer

https://worldwide.espacenet.com/patent/search/family/084102748/publication/US12282548B2?q=pn%3DUS12282548B2
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Inventors

Priority date

Publication date

This patent introduces a cybersecurity framework for EV 

charging stations to prevent threats like stolen credentials 

and harmful software injections during charging. It includes 

a security unit that constantly checks software integrity 

using encryption and comparison techniques to detect cyber 

risks. If a threat is found, an alert system notifies users and 

fleets, allowing a quick response. Before a charging session 

starts, the framework verifies certificates to confirm the 

station's security. Additionally, a digital map highlights risky 

stations with color codes for easy identification. By 

automating security checks and offering real-time 

monitoring, this system enhances EV charging safety and 

minimizes disruptions.

System to enhance 
cybersecurity during charging of 
an electric vehicle

Matter Motor Works Pvt Ltd

Kumar Prasad Telikepalli, 
Ramachandran R, 
Pankaj Kumar Bharti

31 Mar 2024

04 Apr 2025

IN202421026809A

Latest patents

Summarized by Dennemeyer



Company name

Inventors

Priority date

Publication date

This patent helps protect vehicles from cyberattacks, 

specifically Denial-of-Service (DoS) attacks in the Controller 

Area Network (CAN) system. Hackers can exploit the open 

nature of CAN messages to disrupt vehicle functions. 

Traditional encryption slows communication, and simply 

monitoring messages isn’t enough to stop attacks. To solve 

this, the invention introduces a mechanism that ranks message 

importance, detects errors, and adjusts priority values 

dynamically when an attack is detected. It uses sensor data to 

update message priority, preventing long-lasting system 

failures and reducing disruptions. This makes hacking much 

more difficult while ensuring key vehicle functions continue to 

work smoothly, keeping the system secure and reliable.

Apparatus for node of prevention 
of the Denial of Service attack on 
CAN communication and method 
for shifting priority using the same

Hyundai Motor Co

Ashwin Kulkarni

27 May 2019

03 Apr 2025

KR102791477B1

Latest patents

Summarized by Dennemeyer

https://worldwide.espacenet.com/patent/search/family/073791356/publication/KR102791477B1?q=pn%3DKR102791477B1


Company name

Inventors

Priority date

Publication date

This patent enhances vehicle security against cyber threats by 

addressing weaknesses in their control frameworks. Normally, 

security keys are sent over networks to safeguard critical 

functions, but hackers can steal them. Instead of relying on 

these keys, this invention utilizes artificial neural networks to 

generate and verify security signals instantly. It receives a 

signal to determine if access is permitted, then a specialized 

unit compares the signal and fine-tunes the mechanism to 

improve accuracy. A feedback process detects errors as the 

model learns, and finally, it decides whether the vehicle 

functions should be activated. Since no security keys are 

directly transmitted and each signal is unique, it becomes 

significantly harder for hackers to breach security. This 

innovation makes vehicles more resistant to cyberattacks.

Protection against cybersecurity 
attacks on transmission control 
units

ZF Friedrichshafen Ag

Biel Steffen

10 May 2022

19 Mar 2025

EP4533736A1

Latest patents

Summarized by Dennemeyer

https://worldwide.espacenet.com/patent/search/family/086378291/publication/EP4533736A1?q=pn%3DEP4533736A1
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Inventors

Priority date

Publication date

This patent focuses on enhancing vehicle safety by 

detecting unusual vehicle route changes that may pose 

physical or cyber risks due to the connectivity and 

complexity of modern vehicles. The solution features an 

onboard monitoring system that retrieves and analyzes the 

planned route, identifies potential threats, and sends alerts 

when security risks are detected. It accounts for factors 

such as route deviations, interactions with the surrounding 

environment, and validation requests from ground services 

before confirming an anomaly. By integrating wireless 

communication and real-time alerts for crew members, 

this technology enables swift responses to threats while 

minimizing false alarms, ensuring smooth and secure 

vehicle operations.

Systems and methods for 
detecting and alerting security 
threats in vehicles

Honeywell International Inc

Nicholls James Alexander, 
Stokely John, 
Clark Dereck, 
Ishihara Yasuo

30 Oct 2018

09 Apr 2025

EP3648082B1

Latest patents

Summarized by Dennemeyer

https://worldwide.espacenet.com/patent/search/family/068387158/publication/EP3648082B1?q=pn%3DEP3648082B1


Company name

Inventors

Priority date

Publication date

The patent presents a solution to the growing security threats 

in vehicle networks, where numerous ECUs are 

interconnected, making them vulnerable to cyberattacks. It 

introduces a security framework that records network 

messages, verifies them using encrypted rules, and analyzes 

threats to assess their severity and detection confidence. All 

security logs and rules are securely stored in an encrypted 

platform. An interface manager transmits reports to a central 

hub, prioritizing the most critical incidents. The setup operates 

efficiently with minimal resource consumption, making it ideal 

for vehicles. A dynamic scoring method enhances threat 

detection accuracy, enabling users to make informed 

decisions and improve overall vehicle safety.

System for detecting intrusions 
into in-vehicle networks and 
method of implementing same

KIA Corporation, Hyundai Motor Company

Kim Tae Guen, 
Cho A Ram, 
Park Seung Wook, 
Lim Wha Pyeong

10 Feb 2020

21 Apr 2025

JP7665640B2

Latest patents

Summarized by Dennemeyer

https://worldwide.espacenet.com/patent/search/family/077292405/publication/JP7665640B2?q=pn%3DJP7665640B2


Company name

Inventors

Priority date

Publication date

The patent introduces a process for analyzing and 

countering cyber threats targeting mobile entities like 

vehicles, addressing the limitations of traditional security 

assessments conducted during development. It works by 

studying cyberattacks, suggesting different 

countermeasures, and ranking them based on how often 

they’ve been successfully used before. By using past 

implementation data, it ensures the best solutions are 

chosen. It also adapts in real time, improving security 

based on user feedback. This means vehicles stay 

protected as new cyber threats emerge without relying 

on outdated security methods. Overall, this helps  

strengthens decision-making, making cybersecurity 

more flexible and responsive to evolving attack vectors.

Threat analysis procedures, 
threat analysis system and 
program

Panasonic Automotive Systems Co Ltd

Aoshima Hatsuho, 
Nemoto Yusuke, 
Wada Hiroyuki, 
Nagata Minehisa

30 May 2022

03 Apr 2025

DE112023002438T5

Latest patents

Summarized by Dennemeyer

https://worldwide.espacenet.com/patent/search/family/089025999/publication/DE112023002438T5?q=pn%3DDE112023002438T5


Company name

Inventors

Priority date

Publication date

This patent is about enhancing the security of smart vehicles 

by addressing vulnerabilities in the T-BOX system. The T-BOX 

helps the vehicle communicate with outside networks, but it 

can be hacked. To mitigate this risk, an advanced security 

system capable of detecting cyber-attacks is introduced. It 

works by constantly gathering key vehicle data, training smart 

security models to recognize risks, and scanning for unusual 

activity that could indicate a cyber-attack. It also includes a 

real-time supervision platform that keeps everything under 

constant watch. It uses advanced AI models to improve how 

well it detects unusual network activity. With continuous 

monitoring and adaptive security measures, this invention 

ensures that connected vehicles are better protected against 

cyber threats like unauthorized access and data breaches.

Internet of vehicles intrusion 
detection system based on T-
BOX

Shandong Branch Center National Computer 
Network & Information Security Management 
Center

Li Rui, Li Shengbao, 
Jiao Liang, Song Jiangjing, 
Xiang Yuanyuan, Zhang Tai, 
Liu Jing, Xue Junkai, 
Liu Yi, Zhu Xiushan

09 Jan 2025

25 Apr 2025

CN119892451A

Latest patents

Summarized by Dennemeyer

https://worldwide.espacenet.com/patent/search/family/095429025/publication/CN119892451A?q=pn%3DCN119892451A
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